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● ,VVXH 56$ FHUWLILFDWHV DQG 3URJUDP /<1.6 7RNHQV

➺ 63<586�/<1.6�3&�&DUG�&U\SWRJUDSKLF�7RNHQV

● 3URYLGHV FU\SWR VXSSRUW IRU 6�0,0( DSSOLFDWLRQ

➺ 63<586�63(;��'HYHORSPHQW�.LW

● 3URYLGHV &U\SWR /LEUDU\ WR /<1.6

➺ 63<586�(QJLQHHULQJ�6HUYLFHV

● $VVLVW LQ GHILQLQJ VSHFLILFDWLRQV IRU %&$ 'HPR



63<586 � ����

63<586�3.,�2YHUYLHZ

3$$��5RRW�

3&$

&$

(( ((

3ROLF\
$SSURYLQJ
$XWKRULW\

3ROLF\�&UHDWLRQ
$XWKRULW\

&HUWLILFDWLRQ�$XWKRULW\

(QG�(QWLW\

5$ 5$ 5HJLVWUDWLRQ
$XWKRULW\

Cross-Certification
with other CAs



63<586 � ����

63<586�3.,�2YHUYLHZ

SWF

User
TokensCA Server

Desktop RA

Laptop RA

Cert Request

Cert Request

Signed Cert

Signed Cert

LDAP/X.500 Directory

CA Database

Certs/CRLs

Token Info
Audit data
User Info

Client
Client

Client Client



63<586 � ����

63<586�/<1.6�DQG�63(;��2YHUYLHZ

✦ /<1.6�3ULYDF\�&DUG
➺ 3&0&,$ &U\SWR 7RNHQ GHVLJQHG WR ),36 ����� /HYHO �

➺ 6XSSRUWV 56$� '�+� '(6� �'(6� 0'�

➺ 6XSSRUWV *RYHUQPHQW $OJRULWKPV� 6+$��� '6$� .($�
6NLSMDFN

✦ 63(;��&U\SWRJUDSKLF�/LEUDU\

➺ /RZ OHYHO $3, IRU 63<586 FU\SWRJUDSKLF WRNHQV

➺ $OJRULWKP LQGHSHQGHQW

➺ $YDLODEOH IRU �� RSHUDWLQJ V\VWHPV



63<586 � ����

63<586�3DUWLFLSDWLRQ�LQ�%&$�'HPR

✦ 63<586�3.,�LV�RQH�RI�WZR�'R'�3.,V

➺ ,QVWDOOHG�DW�$6(&�7HVW�)DFLOLW\�LQ�+DQRYHU��0'

➺ ,VVXH�FHUWLILFDWHV�DQG�SURJUDP�/<1.6�WRNHQV�IRU
'R'�FOLHQW�DSSOLFDWLRQV

➺ &HUWLILFDWHV�DVVHUW�%ULGJH�&$�3ROLF\�,'

✦ 63<586�3.,�SXEOLVKHV�FHUWLILFDWHV�DQG�&5/V�LQ
WKH�&KURPDWL[�%ULGJH�&$�'R'�6HUYHU

✦ 63<586�5$�LQVWDOODWLRQ�DW�9DQ�'\NH

➺ 3URYLGH�UHPRWH�/<1.6�WRNHQ�SURJUDPPLQJ
VXSSRUW�LQ�9'$�/DE



63<586 � ����

63<586�3DUWLFLSDWLRQ�LQ�%&$�'HPR

✦ 63<586�3.,��3$$��FURVV�FHUWLILHG�ZLWK�WKH
&\JQDFRP�%ULGJH�&$

➺ (QDEOHV�VHFXUH�LQWHURSHUDELOLW\�ZLWK�0RWRUROD�160
DQG�(QWUXVW�3.,V

✦ 63<586�63(;��&U\SWR�/LEUDU\�DQG�/<1.6
3ULYDF\�&DUGV

➺ 8VHG�LQ�*URXSZLVH�5D\WKHRQ�DQG
(XGRUD�&\JQDFRP�FOLHQW�DSSOLFDWLRQV�WR�SURYLGH
6�0,0(�FU\SWR�VXSSRUW



63<586 � ����

63<586�3.,�'HSOR\PHQW

ASEC LAN Internet

Chromatix LAN

Van Dyke LAN

Operated on a single NT
Workstation at ASEC

SPYRUS PAA

SPYRUS PCA

SPYRUS CA

SPYRUS RA

SPYRUS RAFW

FW

FW

Chromatix DoD
Server

Cygnacom
Bridge CACross Certificates

Certificate and Revocation Requests

Certificates and CRLs

Certificate and
Revocation Requests

Groupwise/Raytheon
Client

Eudora/Cygnacom
Client

Programmed
LYNKS Cards

Eudora/Cygnacom
Client

Programmed
LYNKS Cards

Groupwise/Raytheon
Client



63<586 � ����

KWWS���ZZZ�VS\UXV�FRP
LQIR#VS\UXV�FRP

48(67,216"


